Abstract-We irradiated floating gate (FG) memories with NOR and NAND architecture by using different TID sources, including 2 MeV, 98 MeV, and 105 MeV protons, X-rays, and -rays. Two classes of phenomena are responsible for charge loss from programmed FGs: the first is charge generation, recombination, and transport in the dielectrics, while the second is the emission of electrons above the oxide band. Charge loss from programmed FGs irradiated with protons of different energy closely tracks results from -rays, whereas the use of X-rays results in dose enhancement effects.
I. INTRODUCTION
T HE SPACE RADIATION environment [1] can severely degrade the reliability of microelectronic devices [2] . For this reason, it is necessary to accurately study the behavior of any microelectronic device before using it in a radiation-harsh environment. In particular, so-called Total Ionizing Dose effects (progressive build-up of defects or progressive degradation of device characteristics) have been the study of many scientific works aiming to characterize devices for extreme environments [2] . In the last several years, the attention towards devices intended for ground-level use has greatly increased. This is partly a consequence of the increased device sensitivity to certain radiation-induced phenomena such as soft errors [3] , [4] , but also of the progressively increasing use of ionizing radiation in many everyday applications. These applications include food [5] or mail [6] sanitation, some medical applications [7] , and increased security controls in airports, especially in the last few years [8] . Further, physics applications of primary strategic importance such as the forthcoming International Thermonuclear Experimental Reactor (ITER) will be characterized by an extremely harsh radiation environment [9] . In this work, we are investigating the effects of different ionizing radiation sources on state-of-the-art floating gate (FG) nonvolatile memories [10] , [11] . FG nonvolatile memories are a mainstream technology which are becoming one of those pushing Moore's law. The control circuitries of FG memories have been shown to be rather sensitive to ionizing radiation effects [12] - [17] . In this work, we focus on the degradation of the stored information following radiation exposure [18] - [21] , disregarding the effects on control systems.
II. DEVICES
The basic structure of an industry-standard FG transistor is shown in Fig. 1 . The building block of a FG memory is a MOSFET where a polysilicon layer (floating gate) is interposed between the control gate (CG) and the substrate. The oxide separating the FG and the substrate is called a tunnel oxide, whereas the FG-to-CG dielectric is typically an oxide-nitrideoxide sandwich [11] . The FG is totally surrounded by dielectric, so that one can permanently store electrons (or holes) in it by using high electric fields [10] , [11] . Electrons (or holes) stored in the FG change the MOSFET threshold voltage , as seen from the CG: this way one can permanently store one or more [24] number of excess carriers in the FG. In most modern Flash technologies FGs are arranged in two architectures. The first is called NOR and is shown in Fig. 2(a) . For the NOR architecture the sources of two adjacent MOSFETs are connected, and the current drained from the single FG cell in the array can be read and compared to a reference by controlling the voltage in its CG and drain. The logical "0" is described by excess electrons being stored in the FG ("high" ), whereas the logical "1" corresponds to stored holes ("low"
). Programming is performed by using channel hot electron (CHE) on the single transistor, and erasing by Fowler-Nordheim (FN) tunneling at the sector level. This solution is usually chosen to store code, such as in cellular phones, FPGAs, or PCs, since it offers random access time and high reliability. Unfortunately, it is also characterized by a relatively large array area (hence, high cost). For applications where these latter aspects are of primary importance (data storage, portable devices, digital cameras, etc.), the NAND architecture is preferred [ Fig. 2 TABLE I  USED DEVICES read, which is kept at about 0 V. This way, the bit line voltage will be at "0" if the selected transistor's is larger than 0 V ("programmed" state), and at "1" if its is lower than 0 V ("erased" state). Since in NAND architecture FG devices are programmed and erased by using FN tunneling, a thinner tunnel oxide is needed to keep programming voltages low enough (nevertheless, 20 V or more are customarily generated by on-chip charge pumps to erase cells at block level [11] ). Unfortunately, this solution also results in enhanced probability of leaky bits [25] and disturbs sensitivity, imposing NAND Flash devices to provide more array space to implement external Error Correction Code (ECC) algorithms.
Devices used in this work are realized with state-of-the-art technology in both the NOR (T1) and NAND (T2) flavors. Some details of the used devices are reported in Table I . They were programmed in intermediate conditions between the "0" and "1" states by using proprietary algorithms and equipments, which were also used to gain access to the single FG cell .
III. RADIATION SOURCES Devices were not biased during irradiation in order to minimize the radiation effects on control circuitry. On the other hand, the electric field across the tunnel oxide is independent of the bias conditions as long as the device is in standby mode. We used several radiation sources, as follows: 1) 1.25 MeV -rays were delivered by the Co source at Laboratori Nazionali di Legnaro, a laboratory owned by Padova University and by the Italian National Institute for Nuclear Physics (LNL-INFN), at the constant dose rate of about 7 rad SiO s. 2) 10 keV X-rays were delivered from the source available at LNL-INFN at a dose rate of about 150 rad SiO s. It has been previously demonstrated that even large changes in dose rate have no detectable effect on the degradation of information stored in FG devices [22] . These devices were delidded in order to accurately account for the delivered dose. 3) 2 MeV protons were delivered by the AN2000 accelerator at LNL-INFN at the dose rate of about 3 krad SiO s. Given the small penetration depth of these protons, a Monte Carlo simulation was done with TRIM [19] to assure that all impinging particles actually are losing energy via ionization when reaching the tunnel oxide.
Results are reported in Fig. 3 and show that, even if a certain degree of scattering is present, all particles are crossing the tunnel oxide with an acceptably high energy. 4) 98 MeV and 105 MeV protons irradiations were performed at the TRIUMF Proton Irradiation Facility [20] . Proton energies were obtained by degrading a 116 MeV primary beam using a variable thickness plastic plate. The proton fluence was measured using a calibrated ion chamber. The dose rate was approximately 15 rad SiO s.
IV. EXPERIMENTAL RESULTS
In Fig. 4 , we show the effect of 100 krad SiO irradiation (2 MeV protons) on distribution of several sectors of a T1 device. The threshold voltage of all FGs programmed in the "high" ("0" state and similar conditions) uniformly moves toward lower after irradiation: the FG progressively loses electrons because of ionizing radiation. Conversely, devices programmed in the "1" state experience an increase of , that is, a positive charge loss from FG. All FGs experience a shift since irradiation acts uniformly over the chip area [20] , [22] . However, "the same " does not mean "the same electric field across the tunnel oxide" since the intrinsic is not the same for all cells. Hence, the narrows distributions shown for the "fresh" devices were obtained by programming FGs to different electric field. This is why the distributions broaden after irradiation: devices programmed at different electric field (but at very similar ) behave in different way under the effect of radiation. The charge loss is the result of two mechanisms, namely, the charge generation, recombination, and transport in the oxides, 1 and the "photoemission" deriving from electrons gaining enough energy from the impinging radiation to jump over the oxide barrier 2 [20] - [23] , [26] . The trapping of charge in the oxides, which was an important phenomenon in old technologies [26] , appears to play a secondary role in more modern ones featuring very thin oxide layers [18] . Because both of these mechanisms are less effective in reducing the FG charge when decreasing the electric field across the tunnel oxide, sectors programmed at lower experience a lower charge loss (hence, a reduced average ) than their counterparts programmed at higher . For protons, the dependence of the shift, , on the particle energy is rather small, if not totally absent, as can be seen in Fig. 5 , where we are showing the average of different sectors read after irradiation as a function of of those same sectors, before irradiation. In this and in subsequent figures, the error in determining the average is 20 mV, so that we have not reported error bars which would have been smaller than symbols. The total dose was 100 krad(Si) for all devices shown, but the proton energy spans the whole 2-105 MeV range. The lack of dependence on the proton energy can be easily understood in light of the two mechanisms indicated as causes for the charge loss. In fact, for high-energy protons the interactions with surface discontinuities is secondary when compared to the charge generation in the oxides. In other words, the generation/recombination/transport mechanism largely dominates over photoemission, which can be considered as a secondary effect. Also, the dependence of recombination efficiency on particle energy is rather small in this range [2] . A similar behavior is expected for high-energy photons, which mainly interact with matter via Compton scattering. This is shown in Fig. 6 , where we compare the dependence on dose of the average of sectors programmed 1 Incoming radiation generates an electron/hole pair in the oxides every 17 eV lost by ionization [2] ; these carriers recombine according to the geminate model [2] , depending on the electric field intensity; surviving carriers are then drifted by the electric field to the FG (where they recombine part of the stored charge) or to the substrate. 2 Strictly speaking, the term "photoemission" is not correct to describe this phenomenon, but we will use it for the sake of simplicity. at different initial and irradiated with Co -rays and with 98 MeV protons. The evolutions are almost perfectly superimposed. On the contrary, lower energy photons such as the 10 keV X-rays shown in Fig. 7 mainly interact with material via photoelectric absorption, which is enhanced at the interfaces between materials with different atomic mass (dose enhancement). This happens in particular at the interface between the silicized polysilicon which constitutes the FG and the tunnel oxide, resulting in a local enhancement of dose [27] , [28] , which clearly explains our results. It is very difficult to evaluate an actual dose enhancement factor based on our data, because of the complex geometry of the device, and because both recombination and photoemission depend on the radiation source [23] . This effect is present in both technologies used. This is shown for T2 in Fig. 8 , where we compare the radiation response of some blocks of devices irradiated at 100 or 300 krad SiO with Co -rays and with X-rays. Results of Fig. 8 are in full agreement with the discussion carried on so far.
V. CONCLUSION
In this paper, we have shown results which extend and enhance those previously found on older technologies by using different radiation sources and two novel technologies. The exposure of programmed FGs to TID sources results in a degradation of the stored information, regardless of the radiation type (protons, photons) or energy (10 keV and 1.25 MeV photons; 2, 98, and 105 MeV protons). In particular, 2 MeV protons can be used to simulate the effect of higher energy protons without the problems related to material activation induced by bombardment with high energy protons. On the other side, thanks to dose enhancement effects at the FG/tunnel oxide interface, irradiation with a source of X-rays, which is of primary technological interest, results in a significantly larger loss of information when compared to -rays. How this can be translated into recommendations for testing nonvolatile memories intended for radiation harsh environments is a complex point. While certainly X-ray irradiation appears to be a worst case scenario, it is difficult to provide good data on the expected dose in terms of X-rays equivalent because of shielding and dose enhancement phenomena. Also, spacecraft and shielding may reduce the energy of incoming radiation, thus changing the net effects of radiation on FG arrays. Finally, even if this is not evident from our data, one cannot exclude that protons with higher energy can cause the recoil of device atoms with a low-but-nonnegligible probability [29] .
